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Abstract

An eye authentication software or tool is a form of the embedded module
that includes an image data extraction front-end unit for determining
the main concentric circle of the image of the eye as an integrating circle;
a pupil radius detection unit which is used for detecting the integrated
value of the integrating circle in stepwise order. This paper dealt with
this approach by using system control dynamics for physical systems to
determine the predictive focus of the eye by detecting constant changes
in pupil dilation and constriction. Most current research has found that
there are a lot of stories behind the concept of emotional response related
to pupillary metrics on both constriction and dilation. We approach the
current concept by using a contour integrating unit for integrating the
captured image data extracted by the image data extraction unit with
the eye circumference. The N4SID is a physical dynamic system for
predicting complex behaviour patterns and this is used here to address
the problem of outlier inclusion as part of the image data acquisition.
The system is used here as a front-end engine integrated for detecting
and controlling pupil response from a mobile camera lens in real-time.
Initial results show that N4SID with the first order perfectly predicts
the centric coordinate of the pupil in both constriction and dilation of
all five epochs used on the differential equation.
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1 Introduction

In recent research, pupil detection and authentication
are mostly devices that include initial data imaging and
extraction, which are units for determining the multi-
plicity of concentric circles on an eye image as both an
integrated circle and a contouring integration of units for
implementing image data extraction by the image data
extraction unit with the circumference circle.

On the other hand, an authentication process is a
technology that enables people to have online access to
services, through physical settings and other basic re-
sources through images captured by an advanced lens.
The lens can be in the form of an eye scan, eye au-
thentication mostly relies on mobile and other hardware
devices and native sensing forms of technology such as
third-party biometrical algorithms. These algorithms are
deployed as embedded software that leverages both de-
vice cameras and their focal lens for this purpose.
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Most eye authentication solutions are architected us-
ing a decentralised model like Fast Identity Online (FIDO)
that ensures that a person or an employee’s eye is saved
to the archive on the device. In this paper, a user’s eye
can be scanned for verification locally, and static imag-
ing of the eye captured is then used for detection of the
centric point of the eye (the iris) this is then sent as
a token to the server centre and access is granted by
sending a print out of the information obtained about
the person, provided all information is archived online.
The software is not usually stored at the server centre
only when authorised as consent from the person. Most
eye authentication solutions are architected in the form
of a legacy centre scheme where the user’s eye image
templates are sometimes stored at the service provider.
Most eye authentication services are common in criminal
justice parastatals, national security and border protec-
tion services. Some of these systems rely on specialised
hardware at border agencies as a point of care or ac-
cess. Sometimes these systems are abused Ma et al.
[10], Mlakar et al. [12], De Luca et al. [5], and this leads
to false-positive cases. Here we adopted the implemen-
tation of a dynamic state-space model for the prediction
and reduction of false-positive cases.

2 Literature Review

Most research Sakatou et al. [17], Badawi et al. [2], Brindha
et al. [3], Gupta and Gupta [7] uses the eye vein ver-
ification method of biometric eye authentication which
applies pattern recognition techniques like KLM’s. And
Jone Violes filter method Khan et al. [9], Kaburu et al.
[8], Patel [14], Maity et al. [11]. This is mostly applied
to video images of the veins in a user’s eyes. There are
unique random and complex patterns which are unique
and can be differentiated using modern software and hard-
ware to detect the patterns at some point distance from
the eyes. The centric veins in the sclera of the eye are the
white part of the eye which can be imagined only when
a person looks to both sides thereby providing the four
regions of patterns such as the one on each side of each
eye. The verification employs some digital templates in-
cluded in the patterns and these templates are encoded
with a model and a statistical algorithmic process for
feature detection Peli [15], Courtney et al. [4], Wu and
Zhang [20]. This process allows for initial confirmation
of the identity of the person or rejection of the eye au-
thentication.

Research on eye vein authentication has noted that
one of the strengths of this method is the stability of
the patterns in the blood vessels of the eye; these pat-
terns do not change with age or drowsiness. The eye
veins are vivid enough that are reliable and can be im-
aged by the camera lens in most advanced smartphones.
The detection process used infrared illumination a part
of the imaging that allows imaging in low light intensity

conditions. Other methods Delna et al. [6], Narasimha-
Iyer et al. [13], Suganya and Sivitha [18] use the veins in
the white part of the eyes for identification for the con-
cept of application of blood vessels in the white part of
the eye as a form of unique identifier. There is also re-
search by Thomas et al. [19], Radha et al. [16], Alkassar
et al. [1] that usess vein patterns in the iris and sclera
for recognition and authentication. This process is used
in a range of mobile banking, healthcare, government se-
curity and security situations. Based on this, there are
bound to be advantages and disadvantages of authenti-
cation. Part of the advantages include the uniqueness
of eye vein patterns for each person, the basic patterns
do not change over a certain period and can be read-
able with redness. They are also adept and resistant to
false matches in most cases. But one of its advantages is
that mobile phones are mostly held close to the face and
might not be supported on devices without advanced dig-
ital cameras or older smartphones. The paper addresses
this by implementing the process on recently modernised
Android with high memory speed and controls that are
capable of embedding the control dynamics used as the
inference engine. The proceeding section discusses the
method employed for the project.

3 Method

The initial stage involves a singular real-time capture of
the static image of the eye with the head at an upright
head position Figure 1 at a point of accuracy derived by
the model (Equation 1), this is then used as input data
matrix for the model, the eye authentication process uses
the N4SID system for physical attributes to detect the
patterns of eye movement based on pupil changes (con-
striction and dilation) a most accurate way of detecting
the emotional response of a person. The singular partic-
ipant was first asked some simple questions about their
familiarity with the application to induce some expectant
reaction that would help detect an accurate and genuine
authentication of the pupil response; this is done in real-
time, and the state image is then captured and served
as the input matrix. The N4SID relies most on input
parameters which are automatically subject to features
extracted based on unsupervised learning. The model
is based on an identity space state (IDSS) as an input
matric and used for representing the system:

X̂i(t) = Au(t) +Bu(t) + Ce(t)

Ŷi(t) = Du(t) + Eu(t) + Fe(t)
(1)

Where A, B, D, and E are state-space matrices. C
is the disturbance matrix. (t) is the input, is the output,
is the vector of nx states and e(t) is the disturbance.

All the entries of the A, B, D and C matrices are free
estimation parameters by default. D is fixed to zero by
default, meaning that there is no feedthrough, except for
static systems (nx=0).
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Figure 1: The pilot study started with eye movement capture on a mobile lens.

Figure 2: Framework for eye authentication using the N4SID model.

The initial stage is to capture an eye image by look-
ing straight into the camera lens, the set of the matrix
generated for a single pupil reading is transferred online
to a station with the app as a form of a data model to
be divided into training and test sample and feature ex-
traction stage (Figure 2); the model (N4SID) is used as
back-end model for classification and feature extraction
this produces a result vector matrix as the centroid of
the eye and the pupil dilation or constriction depending
on the area reduction or increment in the pupil area re-
gion. Both eyes are set and captured for the same anal-
ysis. Matlab was used to design the window interface
for a comfortable and a user friend analytical procedure
and result generation. The final output and result alter-
ation for the input matrix can be visualised with a single-
window frame. The next section discusses the output and
user information from a recorded pupil authentication.

4 Result

Figure 3 shows the result window with pupil authen-
tication and authorisation dialogue; this can print the
user pass for every authentication. The detected coor-
dinates for both eyes can also relay information about
the emotional response of a person at a point in time
e.g. the pupil could be constriction or dilated to repre-
sent an intense focus or a distracted expression at the
time of stagnant capture. This also indicates one of the
novelties of this method and an exemplary method for
advanced based biometric pupil detection. The mood is
set based on the baseline of the pupil measure for both
eyes. Other attributes such as the eye color detection
module are also included and make it a multimodal eye
authentication scheme of unconventional purposes. Pupil
authentication is done for both eyes in background and
foreground structure.

In Figure 4, one of the initial parameters u1 is rep-
resented by the pupil baseline for the right eye and the
performance and error check for that set is shown to be
less than 0.001% and less than the expected error with
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Figure 3: Result from the window with pupil authentication and authorisation dialogue; this can print user pass
for every authentication.

an 86.5% simulation focus. The simulation in this case
is the detection rate with a speed as high as 75% ms.
The main aim is to obtain a high confidence level that
best fills the adopted procedure in terms of the complex-
ity of pupil constriction and dilation. Mood swing is one
of the attributes that can also affect detection accuracy
since this is sometimes highly unpredictable. The N4SID
is set to tackle this issue of false detection and intrusion.

The figure also shows y1 as the response output for
the input matrix, the mean square error (MSE) was cal-
culated based on the residuals for every given authen-
tication. This residual was used for outlier estimation
and residual verification. The model also follows out-
lier inclusion, since, for a given behaviour generated, ev-
ery outlier is important given the continuous nature of
the biometric readings recorded. Eye color detection is
set to four different colors which include ‘brown’, ‘green’,
‘black’, and ‘hazel’, depending on the nature of the light
intensity and the system memory. A pass containing in-
formation for the pupil verification is also available for
security authorisation and authentication to the intended
serves online. The rationale for the embedded system in-
formation about the N4SID is for impervious confidence
for lack of error detected and proof for authentication ac-
curacy which a user can use as reliable information about
their pass.

The result in Figure 5 was computed for the accuracy
in performance for all five epochs used for the N4SID
model. The epochs are based on the order of the differ-
ential equation which exceeds five counts for a pupillary
response. The noise in image capture can also include
voice and background parameters and also lens and cam-
era set accuracy. Using an epoch up to five orders in each

response variable can include noise and help to exclude
irrelevant anomalies detected by the model.

5 Conclusion

This paper set out to investigate an app with N4SIDmode
a control system for eye authentication through image
sensing for real-time mobile application validation proce-
dures. The process adopts the N4SID method prediction
of the physical phenomenon as a time-variant state-space
model for complex concepts. Such a concept is adopted
in eye authentication verification to avoid false detec-
tion. The accuracy is based on simulation focus which
was quite high for this purpose. The main contribution
to the paper is the embedding of eye color and the cog-
nitive state of a person whose pupil is set as input. They
can easily be adapted for a multimodal eye authentica-
tion system that requires information about a person and
passes for security purposes. The future perspective is to
modify the module to predict the cognitive responses of
users based on pupil dilation and constriction to external
stimuli.
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